Ethical Hacking - Beginner

Course
1: Introduction to Cyber Security 30 hrs of Teaching
Cyber Security — Why Should You Care?
Importance of network security
Network Vulnerabilities
Malware
Phishing
DoS Attacks
Data Interception and Theft
SQL Injection
Brute Force Attacj
Privacy, Mobile & Home Network Security
Preventing Mechanisms
Network Policies
Penetration testing
Firewalls
User Access Levels
Authentication
Encryption
Network Forensics
tworking Fundamentals 30 hrs of Teaching
Introduction to Computer Networks
Network Topologies
Network Protocols and Layers
Netwok Connections
Data Transmission Technologies
Internet Technologies
Cloud Computing
3: Linux Environment 30 hrs of Teaching
» Getting Comfortable with Linux — The Cyber
Security Desktop
» Working with Files & Text — The Hacker’s Daily
Tools
» Processes, Services & System Monitoring —
Know What’s Running
» Networking in Linux — The Commands Every
Pentester Lives By
» Package Management, Scripting & Staying
Secure as a Linux User
» Linux Cheat Sheet
4: Python Programming 30 hrs of Teaching
Installation and Setup
Integrated Development Environment
Variables in Python
String Manipulation
Input and Print Functions
Variable Naming Rules
DataTypes
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Conditionals IF/ELIF/ELSE

Logical Operators

Code blocks and Indentation

For Loops

While Loops

Flowchart Programming

Functions

Lists

File Handling

hical Hacking 60 hrs of Practical Teaching

Metasploit: Why is it Important?

Reconnaissance & Information Gathering (

Nmap, theHarvester, Maltego, Shodan, Google

dorks, whois, recon-ng)

» Scanning & Enumeration ( Nmap (all scan
types + NSE scripts), Enum4linux, SMBMap,
SNMP-check, Nikto, Dirbuster/Gobuster,
WPScan)

» Vulnerability Research & Exploit-DB (
Searchsploit, CVE details, Exploit-DB, Nmap
NSE vuln scripts, Nessus OpenVAS basics)

» Basic Exploitation & Gaining Access ( Manual
exploits (e.g., Heartbleed, EternalBlue
manual), Netcat, public exploits, password
cracking (John/Hashcat)

» Web Application Attacks ( Burp Suite (proxy,
repeater, intruder), SQLmap, XSS, CSRF, file
inclusion, command injection) — So called Pre-
Metasploit)

» Metasploit Basics & First Shells (
post/windows/manage/, post/multi/,
keylogging, screenshot, webcam, mic,
persistence, migra- tion, pivoting, railgun)

» Advanced Metasploit Exploitation ( Client-side
attacks (browser_autopwn legacy > modern),
file format exploits, AV evasion (msfvenom
encoders, Veil-Evasion basics), custom
payloads, resource scripts)

» Post-Exploitation & Privilege Escalation with
Metasploit ( Local exploits (potato family,
printspoofer), getsystem, token impersonation,
hashdump + pass-the-hash, Kerberoasting
module, credential harvesting)

» Pivoting, Lateral Movement & Clean-up (route

add, portfwd, socks proxy (proxychains),

autoroute, Metasploit + Empire/Covenant
comparison, clearing logs, anti-forensics)
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